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CEO Corner:

Protecting patient information is more than a requirement—it's a
responsibility. The annual HIPAA Security Risk Assessment is your first
line of defense against data breaches, regulatory fines, and the loss of
patient trust. As cyber threats continue to rise and compliance standards
evolve, this assessment helps identify vulnerabilities, ensures your
safeguards are current, and demonstrates your commitment to privacy
and patient care.

| strongly encourage you to talk to your IT company today about
performing a full HIPAA assessment—and make sure it meets all federal
standards. This is one of the most important steps you can take to
protect your patients and your practice from data breaches that can
result in significant financial penalties.

If you don't have an IT company—or aren’t confident yours is equipped to
handle this—know that we've partnered with Security-In-Security, a
trusted firm specializing in HIPAA assessments and IT security threats, to
help our clients meet these critical requirements.

In today's environment, where email hacks and security breaches are
increasingly common, | also recommend investing in a cyber liability
insurance policy. These policies are relatively inexpensive and can cover
the costly remediation efforts if a breach occurs. And remember: a HIPAA
assessment won't make you hack-proof—but it can make you fine-proof,
as long as you address the findings (and yes, that part’s on you—LOL).

If you haven't scheduled your assessment yet, now's the time. Let's stay
proactive and protected. Stay safe. Stay ahead. Stay UHCompliant.

-ERIC (“RICK") CONN,
PRESIDENT & CEO
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Why Your Annual HIPAA Assessment Matters

Fast Facts: Recent HIPAA Updates

Proposed Enhancements to HIPAA Security Rule:

In January 2025, the U.S. Department of Health and Human
Services (HHS) proposed significant updates to the HIPAA
Security Rule to bolster protections for electronic protected
health information (ePHI). Key changes include mandatory
annual technical inventories, rigorous security risk assessments,
enhanced vendor oversight, multi-factor authentication (MFA),
and strengthened encryption standards.

Upcoming Final Rule for HIPAA Privacy Rule Changes:

A final rule implementing proposed changes to the HIPAA
Privacy Rule is anticipated in 2025. These updates are expected
to impact how covered entities manage and disclose protected
health information, aligning with evolving healthcare practices
and patient needs.

Enhanced Cybersecurity Measures for Healthcare Providers:
In response to increasing cyber threats, U.S. regulators and
rules  for

lawmakers are proposing

healthcare providers starting in 2025. Proposed measures

stricter  cybersecurity

include mandatory multifactor authentication, regular audits,
and comprehensive data encryption to safeguard patient
information.

Updates to HIPAA Administrative Simplification Regulations:

In December 2024, the HHS issued a final rule modifying the
HIPAA Administrative Simplification Regulations. These changes
aim to improve data exchange and workflow automation,
reducing the compliance burden on healthcare entities.

:Ongoing Public Comment on Proposed HIPAA Changes:

The public comment period for the proposed updates to the
HIPAA Security Rule ended on March 7, 2025, with over 4,000
comments submitted. HHS is currently reviewing this feedback
to finalize the regulations, aiming to enhance cybersecurity
protections for ePHI.
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Insights:

Securing Patient Data: Expert Insights on HIPAA Cybersecurity Compliance

As healthcare organizations continue to manage an increasing
volume of sensitive patient information, ensuring the security
of this data is more important than ever. In partnership with
Security In Security, we're excited to share a valuable Q&A with
Founder & President Will Spettmann that addresses the most
pressing concerns about protecting electronic Protected
Health Information (ePHI). Below, he discusses critical topics,
including the biggest cybersecurity threats, compliance
strategies, and how encryption and employee training can
help safeguard against breaches.

Q: What is HIPAA and why is cybersecurity important for
compliance?

A: HIPAA (Health Insurance Portability and Accountability Act)
establishes rules to protect sensitive patient health
information. Cybersecurity is critical because healthcare data is
a prime target for cybercriminals. A breach can lead to hefty
fines, reputational damage, and compromised patient safety.
Q: What are the biggest cybersecurity threats facing
healthcare organizations?

A: Common threats include phishing attacks, ransomware,
insider threats, outdated software vulnerabilities, and
unsecured medical devices. These risks can lead to data
breaches, financial losses, and HIPAA violations.

Q: How can healthcare providers ensure compliance with
the HIPAA Security Rule?

A: Compliance requires implementing administrative, physical,
and technical safeguards. This includes risk assessments,
access controls, encryption, employee training, and incident
response plans to protect electronic Protected Health
Information (ePHI).

Q: What are the penalties for failing to comply with HIPAA
cybersecurity requirements?

A: Penalties range from $100 to $50,000 per violation, with a
maximum annual fine of $1.9 million per category of violation.
Additionally, breaches can lead to lawsuits, loss of trust, and
operational disruptions.

Q: How does encryption help with HIPAA compliance?

A: Encryption ensures that ePHI is unreadable to
unauthorized individuals. HIPAA strongly recommmends
encryption for data at rest and in transit to prevent breaches
and unauthorized access.

Q: What steps should healthcare organizations take after
a data breach?

A: Organizations must activate their incident response plan,
contain the breach, notify affected individuals, conduct a
forensic investigation, report the breach to the Department
of Health and Human Services (HHS) if required, and
impcorrectiveve actions to prevent future incidents.

Q: How can employee training reduce HIPAA
cybersecurity risks?

A: Employees are often the weakest link in security. Regular
training on phishing, password security, social engineering,
and proper handling of ePHI can significantly reduce the risk
of human error leading to breaches.

Q: What role does multi-factor authentication (MFA)
play in HIPAA compliance?

A: MFA adds an extra layer of security by requiring users
to verify their identity beyond just a password. It helps
prevent unauthorized access to ePHI, reducing the risk
of credential theft.

Q: How can a cybersecurity partner help healthcare
organizations stay HIPAA compliant?

A: A cybersecurity partner can conduct risk assessments,

implement security controls, provide continuous
monitoring, respond to incidents, and ensure
compliance with HIPAA's evolving requirements—

allowing healthcare organizations to focus on patient
care.

About Securitylnsecurity

Securitylnsecurity is a US-based cybersecurity and compliance
consulting firm whose primary mission is to make cybersecurity
accessible to all, regardless of knowledge level, budget, or
industry. In a market overrun by bloviated and ineffective
software “solutions”, Securitylnsecurity stands out from the
crowd. Unlike their competitors, Securitylnsecurity takes the
time to understand their clients’ needs and design custom
cybersecurity strategies that maximize return on investment,
drastically reduce risk, and ensure regulatory compliance.
Whether your organization needs cyber monitoring, risk
assessments, audit support, annual training, or someone to
coordinate and manage incident response; Securitylnsecurity is
the trusted cybersecurity provider that you can rely on.

About William Spettmann:

Securitylnsecurity Founder, William Spettmann, is a certified
cybersecurity professional with over fifteen years of cyber and IT
experience. After graduating with an M.S. in Cybersecurity & IT
Management, he continued to get his CISSP, PMP, CISM, C|EH,
CINDA, and Security+ certifications, ARRL HAM Radio License
(KC1IVU), and has been published on several platforms.
William’s specialties include governance, risk and compliance
(GRC), vulnerability management, and strategic cybersecurity
integrations. William has had a successful career supporting
the Department of Defense and also teaches cybersecurity and
Incident Response (IR) courses at the university level.
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infection Control Updates

In healthcare settings, patient safety s
paramount, and adherence to manufacturer
guidelines is essential in maintaining the
integrity of medical devices and disinfectants
as well as managing infection prevention. By
aligning with industry best practices and
regulatory standards, healthcare providers
can significantly reduce the risk of
contamination, post procedure infection
and/or complication as well as device
malfunction, and patient harm.

Following Manufacturer’s Instructions for
Use (IFU)

Strict adherence to IFUs is fundamental to
ensuring the safe and effective use of
medical devices and their reprocessing
requirements. The Centers for Disease
Control and Prevention (CDC) emphasizes the
importance of following manufacturers'
guidelines, particularly regarding the
preparation and use of disinfecting solutions,
additional measures to effectively clean and
decontaminate as well as sterilization
parameters to prevent misuse and potential
harm through infections and complications.

Key Recommendations:

e Disinfectants: Always adhere to
recommended use-dilution, material
compatibility, storage, shelf-life, and safe
disposal as specified by the manufacturer.

e Medical Devices: Follow cleaning,
disinfection, reprocessing and sterilization
instructions precisely to maintain device
integrity and patient safety.

e Single use vs. multiple patient use: Be
cognitive on how many times an
instrument, device or supply can be used
and/or reprocessed. Multiple symbols are
used and approved as accepted.

Proper education with ongoing surveillance
as well as regular QAPI meetings are of the
utmost importance in bringing these issues
to light. Identifying areas of improvement
open doors for educational opportunity and
create an overall environment of team work
for compliance and safety.

-DEBBI CONN,
VICE PRESIDENT & CHIEF RISK OFFICER

The FDA reports over two
million reports annually of
suspected device-associated
deaths, serious injuries, and
malfunctions. Many
complications and adverse
cvents related to medical
devices arce due to improper
usc or failure to follow IFUs.
This  includes  incorrect
sctup, operation, or
maintenance of medical
cquipment.(US Food & Drug
Administration)

Debbi Conn, a Registered Nurse since 1985, has
extensively shaped the landscape of outpatient surgery
compliance and risk management through her co-
founding role at Universal Healthcare Consulting, Inc.
Her hands-on involvement has led to over 300 national
facilities achieving full accreditation and maintaining
compliance. With a background in critical care nursing
and contributions to Florida’s Board of Medicine &
QUAD A. Debbi's expertise is pivotal in ensuring that
surgical centers adhere to the highest standards of
patient safety and regulatory compliance.



https://www.fda.gov/medical-devices/medical-device-safety/medical-device-reporting-mdr-how-report-medical-device-problems?utm_source=chatgpt.com
https://www.fda.gov/medical-devices/medical-device-safety/medical-device-reporting-mdr-how-report-medical-device-problems?utm_source=chatgpt.com
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In the Industry
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e QUAD A implements new
standards for all programs after
major overhaul. These are effective
April 7", 2025.

e Upcoming final Rule for HIPAA
Privacy rule changes is anticipated
in 2025. impacting how covered
entities manage and disclose PHI

o Effective January 8, 2025,
Massachusetts requires licensure
for office-based surgical centers
performing procedures with
general anesthesia or sedation.
Compliance failures could lead to
fines up to $10,000 daily. DPH to
set specific standards by October
2025.

UHC ‘s Universe

¢ We've upgraded our QUAD A program

offerings to align with the Ilatest
standards, ensuring our clients meet
100% compliance with the newest
requirements.

UHC is also excited to announce our
rebranding initiative. We're updating
our look and services to better serve you.
More details on these changes will be
provided soon!

We're growing! UHC is expanding our
team and programs to better serve you
and welcome new members to our
community. This means even more
comprehensive support and enhanced
services. Stay tuned for more updates as
we continue to grow together!

Client Survey Summary: Q1 2025

Accreditation Surveys Completed
QUAD A 25
AAAHC 5
FL Board of Medicine 1
FL AHCA 1
Joint Commission ]




